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Secure quick response code based on the technology

of three-dimensional imaging

Liu Yiqun, Wei Yuechuan, Zhang Minqing, Zhou Tanping, Yang Xiaoyuan

(Key Laboratory of CAPF Network & Information Security, Cryptology Engineering College,
Engineering University of the Armed Police Force, Xi’an 710086, China)

Abstract: The security of electronic payment has become an urgent problem. A secure Quick Response
(QR) code system was proposed based on the technology of three-dimensional (3D) imaging and 3D
authentication information. Firstly, the integral imaging technology was used to generate 3D digital
watermark as the logo of the merchant. Secondly, identity based digital signature was carried out. Then,
in the Fresnel domain, the 3D digital watermark with signature information was carried by using a secure
QR code system, which was then compressed and hidden in the QR code. Finally, the users scan QR
code to identify and extract the hidden data. If the signature information of verification was confirmed by
users, the algorithm of reconstruction was executed, and the 3D digital watermark images were displayed.

The payments were confirmed after the users were authenticated. The process of interactive authentication

Wrim A E . 2018-12-12; f&iT H #i.2019-01-16
EEWH . HE A RBP4 (61379152, 61572521) ; BRPT 4 [ 2Bk 245 (2016JQ6030 , 2015IM6353)
EB RN XA (1979-), B W+, FENFOLFHFER RS =455 8RB 5 . Email: wiliuyiqun@126.com

0503003-1



bk AR

%58

www.irla.cn

% 48 %

was completed. According to the results of experiments, the schemes can effectively prevent the 3D

digital watermark from being tamper-bent, falsified, and unjustified. The proposed method not only

enhances the security of scanning mobile payment, but also improves the real-time and convenience of

the system. When multiple parameters of the proposed system are combined as keys, the dimensions of

keys are effectively increased. The key space is broadened. The difficulty of illegal attack is enhanced,

and the safety and stability of the system are improved too. It can protect the security of personal fund,

and also maintain the reputation and property security of enterprises.
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